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Kadenpa koM’ torepHux Hayk Ta 1HGOPMAaIIMHUX TEXHOIOT1H
XKuromupcbkuit iepxaBHUi yHIBepcuTeT iMeH1 [Bana dpanka

VY cyuacHOMYy CBiTI po3poOKH Be03aCTOCYHKIB, BUOIp MPaBHIBHOTO 1HTEPQEHCY
nporpamyBaHHs 3acTOCYHKIB (APl) € KpuUTHYHO BaXIUBUM [JIsi 3a0e€3MeUeHHs
e(heKTUBHOCTI, MBUAKOCTI Ta THYYKOCTI poekTiB. API BucTymnae sik MicT, 1110 3'€/1HYy€
pi3HI TPOTrpaMHI CHCTEMH, JO3BOJISIOUM 1M B3aEMOJISATH MDK CO00I0 0Oe3 3ailBUX
KOMILTIKaIii. Y 1poMy KoHTekcTi, aBi TexHonorii — REST (Representational State
Transfer) Ta GraphQL (Graph Query Language) — cramu JOMiHAaHTHAUMHU BHOOpaMu
B IHIyCTpii. Bubip Mi>k IUMH TEXHOJOTISIMH MOXE 1CTOTHO BIUIMHYTH Ha apXITEKTypy
3aCTOCYHKY, IOr0 pO3BUTOK Ta MOJAJIbIILY MIATPUMKY. Y 1A CTaTTI MU PO3IIITHEMO
0COOJIMBOCTI KOXKHOTO TIJIXOAy, iXHI TepeBard Ta OOMEXKEHHs, 1100 JOIMOMOITH
PO3pOOHMKAM 3pOOUTH OOIPYHTOBAHUM BUOIP IS CBOIX MPOEKTIB.

REST (Representational State Transfer) mnpomoBxye OyTH OCHOBOIO ¥y
npoektyBanHi AP, 3aBmsiku cBOili 3p0O3yMIJIOCTI Ta MEPEBIpEHiA 4acoM CTaOIBHOCTI.
ITpuamumu REST 3acHoBani Ha BukopuctanHi crangaptu3oBanux HTTP-metoxnis
IUIA JTOCTYIly Ta YHpaBIiHHS pecypcamu, ski ineHTHdikytoTbes depe3 URL. Lle
3a0e3neuye yHIBEpPCAIBHICTh 1 JIETKICTh 1HTETpallii, 0COOJMBO y TMPOEKTaX 3 YITKO
BU3HAUYCHUMH Ta MMPOCTUMH CTPYKTypaMU JaHUX.
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Hanpuknan, ysBimo, mo Ham notpiOHO peamizyBatu REST, saxuit mo3Bosse
€(DEeKTUBHO yIPaBIATH MPOIYKTOBUM KaTajloroM, 3ade3mneuyroud (yHKIIIOHAIBHICTD

AJIA CTBOPCHHA, OTPUMAHHA, OHOBJICHHS Td BUAAJICHHA TOBapiB.
Tabmuus 1. [Tpukiaaa MOXKIMBHUX 3alUTIB, BUKOpUCTOBYouM REST

GET /products OTpuMaHHsI CIIUCKY MPOJYKTIB

POST /products CTBOpEHHSI HOBHX IPOIYKTIB

GET /products/1 OtpumanHsi iHpopMallii mpo oOpaHuil MPOIYKT
PUT /products/1 OnoBiieHHs iHpOpMaIii st 00paHOro MPOAYKTY
DELETE /products/1 BuganeHHst 00paHoro mpoaykTy

IIpocrota 1 HamiHicTs REST poOnsaTh Horo i1eabHUM PIIICHHSM JJ1s1 0araThox
Be03aCTOCYHKIB, JIe IIBUJIKICTh PO3POOKH Ta HABUYAHHS Ma€ BUPIIAIbHE 3HAUCHHS.

Ha mnportusary npomy, GraphQL, HOBITHIA Ta OLIbII aganTUBHUM MiAXIT 10
yrpasiainasg API, Hamae 3Ha4HO OUTBIIN MOXKIMBOCTI JUIsi onTuMizallii 3amutiB. Ls
TEXHOJIOT1 JI03BOJIIE PO3POOHMKAM TOYHO BKa3yBaTH, SIKI JaH1 MOTPIOHI JIJisi IXHIX
3aCTOCYHKIB, 3aMICTh 3aBAHTAXKCHHSI BEJIMKUX 00CSTIB HENOTP1OHOT 1H( OpMaIli.

Hampuknaza, Ko BH XOoueTe OTpUMAaTH Ha3By MPOIAYKTY, MOr0O ILIHY Ta IM’d
nocrayajabHuka, To BukopucTtoBytoun REST API, Bam noBeneTbcsi 3poOMTH KijbKa
3anuTiB, Kk GET /products/1 Ta GET /supplier/1.

Ha Bigminy Bix mporo, 3 GraphQL KoXeH 3anmuT Mae MOXJIHMBICTh OyTH TOYHO
HaJaITOBAHUM, IO 1J1eajJbHO MIIXOIUTh JUI CKJIAJHUX CUCTEM 3 BEJIMKOIO KUIBLKICTIO
B3a€EMO3AJICKHUX JaHuX. [lpukman orpumanHsa Tiei x 1H(opmarii Ha GraphQL,
MPE/ICTaBICHUN HUKYE:

{

product(id: "1") {
title
price
supplier {

name

}

b

ks

Ile oco0amBO akTyadbHO [JIsi MOOLIBHUX 3aCTOCYHKIB, J€ OOMEKEHHS
MPOITYCKHOI CIIPOMOXKHOCTI Ta HWIBUAKICTh BIATYKY € KpuUTHYHUMHU. OpHak, Oiniblia
rHyukicTh GraphQL Bumarae momaTKOBHX 3yCWJb y HaBUaHHI Ta ONTUMI3AIl]
CEpBEPHOI YACTHHH, 10 MOYKE CTaTH BUKJIMKOM JJI1 KOMaH 3 OOMEXEHUM J0CBIJIOM.

Bubip mix REST ta GraphQL mae 6a3yBarucst Ha aHaii3i BUMOT MpoeKTy. Jlis
CTPYKTYPOBaHHX, MEHIII CKJIQJAHUX MPOEKTIB, JI€ BaXKIMBA IIBUAKICTh BIPOBAIKEHHS
Ta mpocrota po3podku, REST 3anumaerscsa nepeBipenum BuOopoMm. Bognouac, asns
MPOEKTIB, SIKI BUMAararoTh IIIUOOKOI 1HTErpamii JaHuX 1 BHCOKOI €(eKTMBHOCTI Ha
piBHi 3amutiB, GraphQL mnpomoHye HeOOXigHY aJanTHBHICTh 1 €(QEKTUBHICTD.
GraphQL 1 REST — nie iHCTpyMeHTH, SKUMH MOXXHA OBOJIOJITH, 1 iX KOPUCHICTHh B
KIHIIEBOMY TIJICYMKY 3aJieKUTh BIJ IOCTaBJIEHOI 3ajadi Ta JOCBIAY B iX
BUKOPHUCTaHHI.
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Cnmcoxk BUKOPHUCTAHUX JIKepeJ
Introduction to Apollo Kotlin URL.: https://www.apollographgl.com/docs/kotlin
What is GraphQL? URL.: https://www.redhat.com/en/topics/api/what-is-graphql
3. What is REST? URL.: https://restfulapi.net/
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In a world where technology is becoming an integral part of our daily lives, the
importance of reliable protection of digital assets is becoming increasingly important.
Preventing cyberattacks, detecting security breaches, and responding quickly to them
require organizations to improve their monitoring and protection methods.

In this paper, we will focus on an overview of the developed model of a
specialized cybersecurity monitoring system. This model is the result of a
combination of advanced technologies and best practices in the field of cybersecurity.
We will analyze its key features, functionality, and potential impact on the security of
digital infrastructures. An overview of this developed model will help to reveal its
principles of operation, technical characteristics, and implementation possibilities.
We will also consider the importance of such systems in the modern digital
environment and their role in preventing and protecting against cyber threats.

This review will help readers to better understand the nature and importance of
specialized cybersecurity monitoring systems, as well as to assess their advantages
and capabilities in the context of current challenges in the field of information
security.

Security information and event management (SIEM) solutions are critical for
organizations looking to proactively address the constant barrage of risks and
vulnerabilities inherent in modern business operations. These solutions offer a
centralized platform for collecting, standardizing, and analyzing security-related data,
enabling early detection of threats and facilitating adjustments to security policies
after incidents. The ability to query security information gives SIEM users the ability
to assess the effectiveness of security management and control [1].
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