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CRITERIA AND LEVELS OF PROFESSIONAL COMPETENCE OF FUTURE IT
PROFESSIONALS

S. V. Petrenko*

The article reveals approaches to determining criteria and indicators for measuring the levels of
professional competence of future IT specialists in the conditions of the information and educational
environment of a higher education institution. The review of scientific and pedagogical literature on
the construction of criterion-indicator systems is carried out and the requirements for their formation
are substantiated. It is determined that the criteria must comply with the principles of materiality,
consistency, validity, measurability and verifiability. Given the analysis of European educational
standards and frameworks (European e-Competence Framework, EQF, CDIO Syllabus, Computing
Curricula 2020, etc.), a criterion-indicator system for assessing the professional competence of IT
specialists is proposed. The system identifies four criteria: cognitive and content, operational and
activity, professional and communicative, and ethical and value. For each criterion, a system of
quantitative indicators has been developed that allow diagnosing the level of professional competence.
A 5-level scale for assessing professional competence for each indicator and a method for calculating
the integral indicator of the level of professional competence are presented. In accordance with the e-
CF scale, the levels of professional competence from performing tasks under supervision (e-1) to
initiating innovations (e-5) are substantiated. The proposed system is the basis for further pedagogical
measurements within the framework of an experimental study of the influence of educational factors
on the formation of professional competence of future IT specialists.

Keywords: professional competence, IT specialists, criteria, indicators, levels of formation,
criterion-indicator system, e-CF, pedagogical assessment.

KPUTEPII TA PIBHI IPOPECIHHOI KOMIETEHTHOCTI MAUBYTHIX IT-
$PAXIBIIIB

C. B. IleTpeHKO

Y emammi posxpusaromucsi nioxo0u 00 8UHAUEHHSL Kpumepiie ma NOKA3HUKI8 O/ BUMIPIOBAHHS
pieHie npogpeciliHol KomnemenmHocmi maitibymmix IT-gpaxieuie 8 ymoeax iHGpopMAayiliHO-0C8IMHBLO20
cepedosuLLa 8UUL020 HABUANBLHO20 3aKknady. IIpogedeHo o210 HAYKO080-nedazoziuHoi Limepamypu 3
numarsb nobyoosu cucmem kKpumepiis-noKasHuKie ma 00IpYyHMoO8aHO eumo2u 00 iX PopMYEaAHHSI.
BusHaueHo, wjo Kpumepii NO8UHHI 8i0N08i0amu NPUHYUNAM CYMmMe8OCMi, Y3200KeHOCmI, 8ANIOHOCML,
sumiprogaHocmi ma eepugpikamusHocmi. 3 YpOXY8AHHSAM AHANIZY €8PONEeliCbKUX OCBIMHIX
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cmaHoapmis ma pamok (€gponelicbka pamkKa eleKmpoHHoi KomnemeHmHocmi, €gponeticoka pamka
reanigpikayiti, Cucmema CDIO, IIpoepama HasuaHHs iHpopmamuru 2020, mowio), 3anponoHo8aHO
cucmemy Kpumepiis-noKasHukKie 05 oyiHKU npogpeciiiHoi komnemernmuocmi IT-paxisyis. Cucmema
gu3HaUae uomupu Kpumepii: KOZHIMUBHUI ma 3MICmMo8HUl, onepayiliHuili ma OisibHICHUL,
npogecitiHuli ma KOMYHIKAmMU8HUl, emuyHUill ma yiHHICHUU. st KOXKHO20 Kpumepito po3pobieHo
cucmemy KUbKICHUX NOKA3HUKI8, W0 Oaromb 3Mmo2y OiaeHocmyeamu pigeHb NpogeciliHoi
KomnemeHmHocmi. IIpedcmaeneHo S5-6anbHYy WKANY OUIHKU NpogheciliHoi KomnemeHmHocmi 3a
KOXKHUM NOKA3HUKOM MO Memo0 PO3PAXYHKY IHMeZpanibHo20 NOKA3SHUKA PIiBHSL npogeciliHol
KomnemeHmHocmi. BionogioHo 0o wkanu e-CF 06TpyHmMo8aHo pigHi npogheciiiHoi KomnemeHmHocmi
810 BUKOHAHHSL 3a80aHb Ni0 Hazst0oMm (e-1) 0o iHiyitoeaHHs iHHo8auil (e-5). 3anponoHosaHa cucmema
€ 0CHO8010 015l NOOANLULUX NEeOA202IUHUX BUMIPIOBAHL I PAMKAX EKCNEePUMEHMATLHO20 O0C/IONEHHSL
8NJIUBY OCBIMHIX haKmopie Ha hopmyeaHHs npogpecitiHoi komnemeHmHocmi maiibymuix IT-gpaxisuis.

Knrouoei cnoea: npogpeciiina womnemeHmHicmo, IT-chaxieui, kpumepii, NOKA3HUKU, PIBHI
opmysaHHs, cucmema Kpumepiige-nokasHukis, e-CF, nedazoziuHa OyiHKA.

Introduction of the issue. In today's the works of I. Annenkova and others [1],
world, which is rapidly transforming O. Bashkir [2], L. Kovalchuk [4] and
under the influence of  digital others.
technologies, the problem of training The literature analysis shows that the
highly qualified information technology design of a system of criteria and
professionals (IT  professionals) is indicators for the implementation of
becoming particularly relevant. The research requires compliance with a
professional competence of an IT number of requirements, as it determines
specialist is a key factor in his or her the completeness and objectivity of the
competitiveness in the labor market, phenomena and processes under study.
professional efficiency, and ability to In particular, according to the results of
adapt to the challenges of the digital E. Khrykov's analysis [5], the research
environment. Therefore, it is important criteria must meet, in particular, the
not only to define the essence of this requirements of materiality as a reflection
competence, but also to create effective of essential characteristics; systematicity
tools for its diagnosis and development in as a provision of multidimensionality and
the information and educational space of reflection of the entire system; validity as
higher education institutions. the presence of theoretical and logical

Pedagogical assessment of the level of justification; measurability and realism
professional competence requires a as the possibility of their use in research;
scientifically based system of criteria and and verified in practice. The criteria
indicators that allows for objective and should reflect the  structure of
verifiable monitoring of the results of competence [6] and be disclosed by a
professional training. The creation of system of indicators that clarify the
such a system, taking into account content of each criterion and make it
international and national approaches, possible to measure the phenomena and
the specifics of the IT sector and the processes under study.
capabilities of the information and Accordingly, an experimental study of
educational environment of the higher the professional competence of IT
education institution (HEI), is a specialists in the conditions of the
prerequisite for the implementation of a information and educational environment
high-quality educational process. of higher education institutions requires

Current state of the issue. A the identification of tools for quantifying
comprehensive analysis of the essence the levels of professional competence to
and content of scientific and pedagogical track the impact of experimental factors.
research, different approaches to Aim of the research is to substantiate
determining criterion-indicator systems a system of criteria and indicators that
for organizing and conducting will reflect the levels of professional
pedagogical experiments is presented in competence of future IT specialists during
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their studies at a higher education
institution.

Results and discussion. We define a
criterion as a sign for the systematic
assessment of the measured phenomenon
of the level of professional competence of
future IT specialists, which is revealed
through a set of indicators (quantitative
assessment), which can be fixed and
levels (qualitative integrated assessment)
of professional competence of IT
specialists. That is, the assignment to a
certain level of professional competence of
future IT specialists is carried out
according to a system of criteria and
indicators in accordance with the
evaluation scale.

According to the analysis of the
structure of professional competence of IT
specialists in the European educational
standards and frameworks, as well as
taking into account the content of
national standards, we have designed a
criterion-indicator system for measuring
the level of professional competence of IT
specialists in the context of higher
education institutions, based on cognitive
and content, operational and activity,
professional and communicative, and
ethical and value criteria. The following
documents were taken into account when
constructing the defined system of
criteria: European e-Competence
Framework 3.0 (e-CF) [10], which defines
40 IT competencies in five domains;

European  Qualifications Framework
(EQF) [3], which structures qualification
levels by knowledge, skills and

responsibilities; ENQA/ESG — Standards
and Guidelines for Quality Assurance in
the European Higher Education Area [9];
CDIO Syllabus 2.0 [7], which forms the
competencies of engineers in the context
of the full product life cycle; QAA Subject
Benchmark Statement for Computing
(2022) [12]; and Computing Curricula
2020 (CC2020) [8], which offers global
approaches to structuring IT training
programs. Taking into account the
provisions of these documents made it
possible to ensure that the designed
criterion-indicator system meets modern
international requirements for the quality
of training.
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Let's characterize the content of each
criterion.

Cognitive and substantive criterion
aimed at assessing the depth,
consistency, and relevance of the IT
specialist's theoretical knowledge in the
field of computer science, system
development, operation, project
management, etc. At each year of
training, the specialist's knowledge
becomes more complex, taking into
account and defining the content of
professional training from basic concepts
and terms to strategic vision and expert
knowledge of interdisciplinary knowledge.
Accordingly, it is the cognitive and
content criterion that is crucial for the
evaluation system, as it serves as the
basis for further professional actions,
communications and decision-making.

Operational and activity criterion,
as one that assesses the ability of an IT
specialist to apply knowledge in practice:
develop, implement, test, administer,
manage projects, and innovate. This
criterion covers the practical (activity)
component of professional competence,
which is reflected in the skills and
programmatic learning outcomes as the
acquired ability to strategically manage IT
architectures.

The professional communication
criterion determines the ability of an IT
professional to effectively interact with
various audiences: technical teams,
clients, management, and reflects the
presentation, facilitation, and negotiation
skills acquired during the training
process. In today's IT environment,
professional communication is a key
ability for effective teamwork, especially in
complex projects, distribution teams, or
in agile methodologies such as Scrum
[13], Kanban [11], and others.

An ethical and value-based criterion
that characterizes values, responsibility,

ethical decisions, compliance with
professional behavior, digital ethics, as
well as internal motivation, and
sustainability in the  professional

development of IT professionals. Ethics in
IT is a critical characteristic of the
information society, where the values of
an IT professional affect both the safety of
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users' personal data and decision-making
related to artificial intelligence or security.
The development of the ethical component

of IT professionals' professional
competence is aimed at shaping the
leadership and responsibility of IT

professionals to society.

Each criterion is disclosed by a system
of indicators that allow to diagnose the
level of manifestation of each criterion in
assessing the professional competence of
IT specialists (see Table 1).

Table 1

Criterion and indicator system for assessing the level of professional competence

of IT specialists

Criteria Indicators
s . Awareness of o
Ability to 91ass1fy modern IT Knowledge of Ablhty to
and explain key . integrate
standards and software lifecycle . O
‘e concepts of interdisciplinary
Cognitive and . frameworks processes,
computer science . knowledge to
content . (Scrum, networking, and
(algorithms, data . A solve complex
Kanban, information .
structures, system . technical
. DevOps, e-CF, security.
architecture, etc.). etc) problems.
Successful
application of IT project Ability to solve
Ability to modern tools management complex technical
. independently and skills: planning, | problems with the
Operational . .
. develop, test and technologies in resource involvement of
and business . : .
implement professional allocation, team or cross-
software solutions. practice (IDE, meeting functional
CI/CD, cloud deadlines. resources.
platforms, etc.).
Ability to work
Ability to clearly in a team, Skills Qf Part1c1pat}on in
. support conducting collective
Professional and reasonably . .. .
. colleagues, and professional decision-making,
and present technical o . : . o1 ors
. . . ) maintain a dialog in English | ability to facilitate
communicative | solutions in a team 1 .
culture of (within IT working
or to a customer. . . . .
professional communications). discussions.
communication.
Conscious Willingness to MOUV?UOH for
continuous Adherence to the
adherence to take . .
. . oo professional self- principles of
. professional ethics responsibility . .
Ethical and .. . . development inclusiveness and
and digital security for technical T .
value-based ; Y . (participation in ethical treatment
(confidentiality, decisions and
. hackathons, of users and
honesty, their
transparency) consequences conferences, colleagues.
) ) certification).
To quantify the level of professional difficulty and require constant
competence of IT specialists, based on the correction);

developed criterion-indicator system, we
have created a 5-level rating scale from 1
to 5 points, where:

1 point — initial level of manifestation of
the professional competence indicator
(knowledge, skills, qualities are not
formed, there is no ability to
independently perform the tasks);

2 points — low level (knowledge, skills,
qualities are fragmentary, applied with
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3 points — average level (knowledge,
skills, qualities are applied in familiar
situations or with the help of a mentor);

4 points — sufficient level (knowledge,
skills, qualities are applied independently
in typical situations or with little help);

5 points — high level (knowledge, skills,
qualities are demonstrated at a
consistently high level, applied in new
situations; the specialist independently
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initiates  professional
improvement).

Thus, the level of professional
competence of IT specialists will be
assessed by the formula:

an=m

4 b
professional competence, K — the number
of points scored for each criterion as the
sum of the scores of individual indicators.

In accordance with the European e-
Competence Framework (e-CF) 3.0 [14],
we will consider 5 levels of professional
competence of IT specialists (from e-1 to
e-5) depending on the degree of their
autonomy in performing professionally
oriented educational tasks, the
complexity of the tasks performed, as well
as the formation of communication and
professional and ethical abilities:

e e-1: Performing tasks under
supervision (Pux from 1 to 4 points);

e e-2: Performing standard tasks
independently (Pux from S to 8 points);

e e-3: Coordination and control of
tasks (Pux from 9 to 12 points);

e e-4: Defining and implementing
strategies (Pux from 13 to 16 points);

e e-5: Initiating and managing
innovations (Pux from 17 to 20 points).

The proposed five-level scale for
assessing the level of professional
competence of IT specialists can be
effectively used in the process of current
and final control, monitoring the
dynamics of student development, as well
as in the development of individual
educational trajectories. Such a system
allows the teacher not only to objectively
record the level of professional
competence of IT specialists, but also to

growth and

where Pux - level of

identify areas of learning difficulties that
require pedagogical support or correction.

Conclusions and research
perpectives. The article presents a
scientifically grounded criterion-indicator
system for assessing the level of
professional competence of future IT
specialists, based on four key criteria:
cognitive and content, operational and
activity, professional and communicative,
and ethical and value. Each criterion is
specified by a system of relevant
indicators, which allows for both
qualitative and quantitative assessment
of the professional development of
students.

The proposed five-level scale for
assessing  professional = competence,
adapted to the European framework (e-
CF), allows to classify the levels of
competence depending on the level of
autonomy, complexity of tasks and the
formation of communicative and ethical
components. This creates conditions for a
systematic analysis of the dynamics of
students' professional growth and
improving the efficiency of the
educational process in the IT field.

Promising areas for further research
are the empirical testing of the proposed
criterion-indicator system in the real
educational process of higher education
institutions, as well as the development of
tools for automated monitoring of the
levels of professional competence of IT
specialists. Particular attention should be
paid to deepening the methods of
assessing the ethical and value
component of competence, which is
extremely relevant in the context of digital
ethics, cybersecurity and social
responsibility of IT professionals.
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